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AHanmM3  KpUMHHOTEHHOW  OOCTAaHOBKM Ha  TEPPUTOPUU  OOIACTH
CBUJIETENBCTBYET 00 yBenuueHuu B 2024 roy KOJIMUYECTBa 3apETUCTPUPOBAHHBIX
MPECTYIJICHUH,  COBEPIICHHBIX  C  MCIOJb30BaHUEM  UH(OPMAIMOHHO-
TEIEKOMMYHUKAIITMOHHBIX ~ TexHosorud  (mamee —  UTT), cHwkeHuu
UX PACKPBIBAEMOCTH.

B 2024 rony Ha tepputopun BaHOBCKOM 00J1aCTH 3aperucTpupoBaHo 4352

NPECTYIJICHUSI,  COBEPUICHHBIX C  KCHOJb30BaHHEM  HH(OpPMAIMOHHO-
TEJICKOMMYHUKAIIMOHHBIX TEXHOJIOTUH. s oO1ero KOJINYECTBA
3apPErUCTPUPOBAHHBIX MPECTYIUICHU N COCTAaBJISIFOT MOIIIEHHAYECTBA

(ct. 159 YK P®) — 2114, HenpaBoMepHBIil AOCTYI K KOMIIBIOTEPHON MH(OpMaLuu
(ct. 272 YK P®D) — 374.

[lon xuOEPHIPECTYMHOCThIO TMOHUMAETCd HE3aKOHHAs JIEATEIbHOCTD,
B paMKax KOTOPOW AaTakylOTCS KOMIIBIOTEPHBIE CETH, CMapT(OHBI U Jpyrue
ycTtporcTBa. Hanbonee yacTelii MOTUB — moxydeHue GpuHaHcoBoi mpuObuin. Jliis
3TOTO 3JI0YMBIIIEHHUKH HUCIOJIb3YIOT HE TOJNBKO MH(OPMALMOHHBIE TEXHOJIOTHUH,
HO M METOJbl COIMAIIbHON MH)KEHEPHUH, KOTJa 4YeJOBEK NOOPOBOJIBHO MEpenacT
KOH(QUACHIIMAJIbHBIE JTaHHBIE WM INEPEeBOIUT cBoM cOepexeHus. Kpome Toro,
LENbI0 KHOepaTak MOXET OBbITh BbIBEJACHHE KOMIIBIOTEPOB WM CETEHM U3 CTPOsS —
U3 JIUYHBIX, KOMMEPYECKUX WU MOIUTUYECKUX MOOYXKACHUH.

[ToTepneBmMMHE OT KHOEPIPECTYIUIEHUN SIBISIFOTCS IpakJaHe aOCOIIOTHO
BCEX KaTErOpHii, BKIIOYas KaK COLMAIBHO-HE3AIIMIIEHHBIE CJIOM HACEJICHUs
(VHBaNMabl, NIEHCUOHEPHI, HECOBEPLICHHOJIETHUE), TaK W JIOAU, 3aHUMAIOIIHE
PYKOBOJSIIIKAE MOCTHI B OpraHu3alusX (MpeanpusaThsaX) Bcex GopM COOCTBEHHOCTH.

3110yMBILITIEHHUKAMHU UCIIOJIb3YIOTCS M30LLPEHHbBIE CIIOCOOBI
«BBIMAHMBAs» JICHEKHBIX CPEACTB, Il YEro MCHOJb3YIOTCS pa3InyHbIe
«JIETeH/Ib», MOCPEACTBOM H3JIOKEHHUSI KOTOPBIX OKa3bIBAETCS MCUXOJIOTHYECKOEe
BO3JICCTBHE Ha TPaXJaH, KOTOPbIE MOJ €ro BO3JECWCTBUEM BBINOJHSAIOT BCE
KOMaH/Ibl 3JIOyMBIIIJIEHHUKOB. MHOTHE M3 MOTEPIEBIINX B JAJBHEUIIEM B XOJ€
OOIIEHHUsST C COTPYJHUKAMU IPABOOXPAHUTENBHBIX OPraHOB COOOILAIOT, YTO
JEHCTBOBAJIM «IOJI TUITHO30M», B pe3yJibTaTe NMPO(PEeCCHOHANIbHON MAaHUIYJISALNN
CO CTOPOHBI IPECTYITHUKOB.

B xozne coBepieHHs IpeCcTyIUIEHUI 3JI0YMBIIUIEHHUKHU UCIIONb3YIOT 3BOHKH
C  HOMEpPOB, BH3yaJbHO  MNPUOMIDKEHHBIX K  HOMepaM  TesnedOHOB
IPABOOXPAHUTENbHBIX OPraHOB, CIy»0 OAHKOB (HaIlpMep 3BOHKH B MECCEHIKepax
c HoMmepa + 900, Torma kak odunuanbHbli HOoMmep Co6epa 900 u T.1.),
MPEACTABIIAIOTCS OPUIUATBHBIMU JIMLIAMHU.

Haubosiee pacnpocTpaHeHHBIMM CHOCO0AMHM  NpPeCTYIUIEHMH  Ha
CeroHSIIIHUI IeHb SBJISIIOTCH:

1. CMC ot paboronaTens.

[ToTepnieBiieMy MOCTYNaeT CMC COOOIIEHUE WM COOOIIEHNE B MECCEHIKEDPE
oT paboToaTemnsi 0 TOM, 4TO C HUM B OJvkaiiiee BpeMst cBsbkeTcst coTpyaHuk OCh
WIA WHOW OpraHu3aluy, cleAyeT C HUM MOOOIIaThCS.



3

[locne sToro morepneBlIEMY 3BOHUT COTPYJIHHUK C HMMEHEM YKa3aHHBIM
PYKOBOJAMTENIEM U COOOIIAeT O TMOMBITKaX TMEpeBOJa JUYHBIX COEpeKeHU
Ha UHOCTpaHHbIE cueTa, GPMHAHCUPOBAHUE TEPPOPU3MA U T.II.

B umensix mpecedeHuss MPECTYNHBIX ONEpaldid MOTEPIEBIIETO0 YOEKIAOT
IpepBaTh TPAH3AKIMU TYTEM MEpeBOaa JACHET (JIMYHBIX HAKOIUICHUH WA MyTEM
B3STHUS KpEIUTa) Ha CUET, YKa3aHHBIN 37I0YMBIIICHHUKAMHU.

2. 3710yMBIIIJIEHHUKH MPOAAIOT Baliry KBapTupy WM MallluHY.

3BOHUBIIIME MPEICTABISIIOTCS MPEICTABUTEIAMU CIY>KObl 0€30MacHOCTH
KoMMepUeckoro  Oanka, [Toc. ycmyr, IleHTpamsHoro  Oanka w00
IPABOOXPAHUTEIHLHOTO OpPraHa.

Coo011at0T 0 TOM, YTO MEPCOHAIbHBIE JAaHHBIE C JUYHOIO KaOWHETa YTEKIIU
U Tenephb MPECTYNHUKU MOTYT OT Balero mMeHu mpoiaTh KBapTHUPY, MAIIHUHY,
UCIIOJIb3YsI DJIEKTPOHHOLIM(PPOBYIO MOITUCH.

B memsix 3ammrthel MMyIIECTBa CJEAyeT CPOYHO €ro Mpojaarh, MEPEBECTH
JIEHBI'M Ha «3allUIIEHHBIN KaHa», «O€30MaCHBIN CUET), «PE3EPBHYIO STUCUKY.

3. [lepeBon neHer Ha «O€30MACHBIN CUET.

3BOHUBIINE  MPEJACTABISIIOTCS ~ JUOO  MPENCTABUTEISIMH  CIIY>KOBI
Oe3zomacHOCTH  KoMMepueckoro  0Oanka,  LleHTpanpHoro  Oanka 0o
IPABOOXPAHUTEIHFHOTO OpraHa W COOOIIAIOT, YTO MOUICHHUKH C UCIIOJIb30BAaHUEM
MIEPCOHAITBHBIX JAHHBIX MOTEPIICBIIETO 0OPMIISTFOT KPEIUTHI B Pa3IMYHBIX OaHKaX
U Ui TOro, 4TOOBI TPEIOTBPATUTh XHWINCHWE J€HEr C OaHKOBCKOTO cUeTa
HEOOXOJIMMO JIMYHbIE COEPEKEHUS CPOUYHO TEPEBECTU Ha «OE30MacHBIE CUETay.
B xone manbHeiniero oOIeHUs] MOTEPIHEBIIEMY COOOMIAIOT O HEOOXOIUMOCTHU
oopMIIEHUS KPETUTOB U UX MepeBoa. Takxke 3aperucTpupOBaHbl CIIydau POJaKH
HEJIBUYKUMOCTH U TEPEBOJIa MOIIIEHHUKAM BBIPYUYEHHBIX CPEJICTB.

Crnenyer OTMETUTh, YTO OOIICHHE MOTEPIEBIIETO CO 3JI0YMBIITUICHHUKAMU
SBJISIETCSl JUIMTENIbHBIM, B HEKOTOPBIX CIIy4asiX OCYIIECTBJISIETCS B TEUCHUE
HECKOJIBKMX MECSIIEB, HUCIOJIb3yeTCs] Kak TelepoHHas CBsi3b, TaK W OOIIECHUE
nocpencTsoM MecceHkepoB (Barcam, Baitbep, Tenerpam u 1.1.),

Kpome Toro, ciemyer MOMHUTH, YTO «0€30MacCHBIX CYETOB» HE CYIIECTBYET,
a npencrasurenu LlenTpansHoro banka He oCylIECTBISIIOT paboOTy ¢ PU3NUYECKUMU
JUIIAMH.

4. 3BOHOK 3JIOYMBITINICHHHUKA TTOJ] BUJIOM MOOWIBHBIX OTIEPATOPOB, KOTOPHIC
COOOIIIAI0T, YTO CPOK JCHCTBHS Ballled CUM-KapThl UCTEK JUOO HCTEKaeT, a s
€ro MNpoJjIeHUsT HEOOXOAMMO COOOIIUTHh KOJ, KOTOPBIM MOCTYNHUT B CMC JHOO
MIPOMTH IO CChUIKE, MHAYE CUM-KapTa OyeT 3a0J0KUpOBaHa,

BaxxHo 3HaTh, UTO y CUM-KapThl HET CPOKa JCHCTBHUS, COTOBBIC OMEPATOPHI
MEPEBBIMYCKAIOT CHM-KapThl TOJBKO MO TPOCKOe moTpeduteneit B chydae
bu3HYecKoro u3HOCa, MOTEPH, HEOOXOAUMOCTH APYyroro ¢hopmara.

BrimonHuB TpeOoBaHMsS MOIIIEHHUKOB M COOOIIMUB KOJI U3 CMC, JIMOO MpOMs
1o cchuike Bbl 0T/1aeTe B pyKU 37I0YMBINIJIEHHUKOB JOCTYI B CBOM JIMYHBIN KaOWHET
Ha cailTe omepaTopa CBSI3U, IOCIE YEro MOIICHHUKH HMEIOT BO3MOXHOCTh
yCTaHaBJIMBATh MEPEaAJPECaINI0 COOOIIEHNI Ha HYKHBI UM HOMEp, YTO TTO3BOJIAT
CMEHUTH TIapPOJIb OT MOOMIIBHOTO OaHKA U IMTOXUTHThH JICHEKHBIC CPEACTBA.
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Bropas pa3sHOBUAHOCTb TAKUX MPECTYIUICHUW - IIOJIYYEHUE B PE3ysbTaTe
COOOILIEHUSI KOoJa M3 CMC JOCTyla K aKKayHTy «rOCYCIyr», JallbHEWIIee
oopmileHHE 3aBOK Ha KPEIUThI B OaHKAX, MOJYyYEHUE K IEPCOHAIBHBIM JAHHBIM,
TaKUM KaK CBEICHHUSA O JI0X0/1aX, HATM4Y1e OAaHKOBCKUX CUETOB U T.J.

5. B3nmoM nub0 KONMMpOBaHWE aKKayHTa IOJb30BATENsI B MECCEHIKEpax
Barcai, BauOep, TellerpamMM, COLMAIbHBIX CETed BKOHTAKTe W JaJIbHEWIIEe
HaIlpaBJIEHUE CT€HEPUPOBAHHBIX HCKYCCTBEHHBIM HHTEIUIEKTOM (HEHMpPOCETHIO)
TOJIOCOBBIX COOOILEHUI OT MIMEHHU MOTEPIEBUIEr0, KOTOPOE MOTHOCThIO KOMUPYET
€ro roJjioC, WCIOJb3ys IPH 3TOM paHee OTIPABIEHHBIE COOOIIECHUS BIIAJEIbLA
akkayHTa. Jlamee Mo TUMUYHOM cXeMe — Mpockda OJOJDKUTH B3alMbl, (OTO
OaHKOBCKOW KapThl JUIs IEPEBOJIA ICHEKHBIX CPEACTB.

B naHHONl cuTyauuum BaxXHO YOEAUTbCS, YTO OOIIEHHE MPOUCXOIUT
CO 3HAKOMBIM IIyTEM 3BOHKa 10 MoOuibHOU cetu. CrenaB 310, Bbl oOe3omacute
ce0s ¥ IpeynpeaAnTe 3HAKOMOTO O TOM, YTO OT €r0 UMEHU J€HCTBYIOT MOLICHHUKH.

Jliig Toro, 4ToObl HE MOTEPATHh KOHTPOJb HaJ Bammm akkayHTOM HUKOTIa
HE IIEPEXOJUTE IO HE3HAKOMBIM CCBUIKAM, HE CKauMBalTE NPOrpaMMBbI
U3  HEMOATBEP)KIEHHBIX  HMCTOYHUKOB,  HUCIOJB3YyHTE  JBYX(AKTOPHYIO
ayTeHTU(PUKaluuio Bammx akkayHTOB.

byapTe MakcMMandbHO BHHUMATENbHBI, MOCKOJBKY CIEIYIOUIUM 3TaroM
UCIIOJIb30BAHUSI HMCKYCCTBEHHOTO HWHTEUIEKTA MOXET SBUTbCA TIeHepauus
BUJIEOM300paKEHNI U PACCHUIKA BHJIEO COOOIIEHHM OT MMEHU POJHBIX, KOJUIET,
3HAKOMBIX U T.[.

6. XulieHue IeHEKHbIX CPEACTB uepe3 cucremy ObicTphix miarexen (CBII).

Hanpumep, mokynaTesnb Ha calTe OCTaBJsIeT 3asBKYy Ha HpHOOpETEHHE
TOBapa, €My IMOCTYHAeT 3BOHOK SIKOObI OT COTPYJHUKAa MarasuHa, Mpeajaraercs
CKUJIKAa Ha TOBAp, HO TOJIbKO mpu ycinoBuu oriaTtel yepe3 ChIT wm QR-kon. Jlanee
3JIOYMBIIIUICHHUK IPUCBUIAET B MECCEHDKEP CCBUIKY, BEAYLIYK0 Ha CTPAaHHILY C
dopmoii omnatel o QR-koxy. Tlokymarens MoATBEpkKAACT TJIATEXK U JICHEKHBIC
CPEICTBA ITOCTYMAOT HA CYET MOIIICHHUKA.

BaxxHo B TakoW cHUTyaluu CBSI3aTbCSl CO CIYXKOOM MOAIEPKKH OHJIaiH-
MarasuHa, 4yepe3 o(pUIMaIbHbIN CAalT WK NpuiioxkeHue. He coxpaHsaTh A omiaThl
B JIMYHBIX KaOMHETax OAaHKOBCKUE KAPTHhI, P BO3MOKHOCTH 3aBEAUTE OTIACIBHYIO
KapTy JJIs1 OTUIAThI TIOKYTIOK OHJIAMH.

7. 3apaboToK Ha OMpIKE, 3aMaHUBAHUE MPUOBUTLHBIMU WHBECTHUIIUSIMHU.

[Ipectynarkamu B cetu MHTEpHET cO3JaeTCsi MakCHMMalbHas BUIUMOCTD,
YTO OOIIEHHWE MPOUCXOJUT C MPEACTABUTENISIMU KPYIHBIX HWHBECTULIMOHHBIX
IUIONIAJIOK, UX CAUThl UMEIOT BUJUMOE CXOJICTBO ¢ OAHKOBCKMMHM OpraHU3alUsIMU
(manmpumep, 'aznpomunBectunnu, PBK-unBectuinu, T-bankunBectuimu u T.1.),
Ha3HayaeTcs JIMYHbIA OpoKep, 00IIEeHHE ¢ KOTOPhIM MOXKET OCYILIECTBISTHCS Jaxe
MOCPEACTBOM BUIE03BOHKOB. [0 MX pyKOBOACTBOM CO3/a€TCsl JIMYHBIM KaOUHET
Ha TOPrOBOM IUJIOLIAJAKE, B KOTOPOM OTOOPa)KalOTCS BCE BHECEHHBIC JICHEKHbBIC
CpeacTBa, 1 mpuObUIb. OTHAKO UX JaNbHEUIINI BHIBOJ HEBO3MOXKEH.

8. Cxema «Ba poacteennuk nonai B I TID».
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Haubonee noaBep)keHbl JAHHOMY BUAY MPECTYIUIEHUN MOXKHUIIbIE TPaXk/IaHe.
37OYMBIIIJIEHHUK TPEACTABISAETCS JUOO POJCTBEHHUKOM IIOTEPIIEBIIETO, MO0
IIPEICTaBUTENIEM  IIPABOOXPAHUTENBHOIO  opraHa. B Xxome  pasrosopa
C TMOTEpPHEBIIMM COOOIIAeT, dYTO JUIsi OCBOOOXKIEHUS OT  YrOJIOBHOM
OTBETCTBEHHOCTH W HaKa3aHWs B BUC JIMIICHHUS CBOOOJBI CPOYHO HEOOXOIMMO
nepenarb JCHEXHble cpenactBa. Jlamee mnorepneBmui, Oyay4d BBEICHHBIM
B 3a0JIy’K/ICHUM U HAaXOJSACh B CTPECCOBOM CHUTYyallMH, ACHCTBYET MO yKa3aHUSIM
MOIIIEHHUKA, JIEHEKHBIE CPEICTBAa MEPEBOAMUT JIMOO Ha yKa3aHHBIE cUeTa, JTUOO
NEPENACT KKypPbEPAM.

Crout eme pa3 oOpaTuTh BHUMAaHHUE, YTO >KEPTBOM KHOEPMOIICHHHKOB
MOJKET CTaTh KaK/bli, BHE 3aBUCUMOCTH OT BO3pacTa, 00pa3oBaHMsl, COLUAIBLHOTO
HOJIOKEHUS U NpouyuXx (GaxTopos. [IpuynHa B TOM, YTO MOIIEHHUKH BO3AEUCTBYIOT
Ha OMOLMH 4YEJIOBEKAa, a COBPEMEHHBbIE TEXHOJOTHH IIO3BOJIIIOT CHEIaTh
UCIOJIb3YEMbIE TPUEMbI MAKCUMAJIbHO MPaBIONOJ00OHBIMU.

OpnHako MPOTHBOCTOSATH UM MOJKHO, JJISL 3TOTO CIEAYET MPUIEPKUBATHCS
psiia IpOCTHIX MPaBUIL:

. Huxomy u HHKOTJa HE COOOLIATE CBOM NACHOPTHHIE JdaHHbBIC
U (UHAHCOBBIE CBEIEHHMS: JaHHbIE KapThl W €€ BIIAJENbla, TPEX3HAUHBIA KOJ
C OOpaTHOW CTOPOHBI KapThl WM cMC-KOA. COTpyJIHUKM OAHKOB M TOCCTPYKTYD
HUKOI/Ia HE 3alpalllMBalOT TaAKy0 HH(OPMAIIHIO.

2. He myOnukyiiTe KOHQUACHIMAIbHBIE TAHHBIE B COLICETSIX U HA KAKUX-JIHO0
CauTax.

3. He xpaHute naHHble KapT U MUH-KOJbI HA KOMIIBIOTEPE WJIK B CMapT(HOHE.

4. Ecam ¢ HEU3BECTHOrO HOMEpa 3BOHUT COTPYIHUK OaHKa,
IIPAaBOOXPAHUTENIBHBIX ~ OPraHOB  WJIM  TOCYJapCTBEHHOM  OpraHu3anuu
C COMHHUTENBHBIM NpPEIJIOKEHHEM (HampuMep, COOOIIEHUEM O TMONBITKE
oopmileHuss KpeauTa WIM TOJO3pUTENBbHOM omepauuu OT Bamero umenw,
o0eIlIaHneM BBICOKOTO J10X0a O BKJIa1y, MPEIJIOKEHUEM MIEPEBECTH CPEACTBA Ha
CHEIUATbHBIA CYET W T.J.) WU O TenedOoHy 3almyruBalOT U TPEOYIOT OBICTPHIX
nercTBul ¢ (huHaHCaAMU, MTOJI0KUTE TPYOKY.

5. Ecnu nomo3peBaere, 4To BaM 3BOHUT MOIIICHHUK, TIEPE3BOHUTE B OAHK UJTH
B KOHTaKT-LIEHTP BEJOMCTBA, COTPYIHUKOM KOTOPOTO MPEACTABISIICS 3BOHSLIUH.

6. He ncnosib3yiTe CIMIKOM IPOCTHIE MAPOJIU, a TAKKE OJJMHAKOBBIE ITAPOIN
JUTSL pa3HbIX YYETHBIX 3aIHCei.

7. 3amMinanTe CBOM akKKayHThl C MOMOIIbIO JIBYX3TalHOW ayTeHTH(PUKALIUH
B TEXHUYECKUX CEpBHUCAX, TJ€ 3TO BO3MOXHO. B Takom ciydyae MOIIEHHUKU
HE CMOTYT MOJYYNUTh K HUM JIOCTYII, JAX€E €CJIM Y3HAIOT Mapoib.

8. CoBepiaiiTe NOKYNKA B MHTEPHET-MAara3uHax TOJBKO Ha MPOBEPEHHBIX
caiitax. CpaBHHBalTE aJjpeca CaTOB, TaK KakK B aJpecax MOXKET OTINYAThCS OJIHA
OyKBa UM TOYKA.

9. Hukorga He BBOAMTE JIMYHBbIE M (PUHAHCOBBIE JAHHBIC HA COMHUTEIbHBIX
cailTax W HE MEepeXOJUTEe MO CChUIKAM W3 IMOAO3PUTEIBHBIX IHUCEM, KOTOpHIE
npeajaratoT, HarmpuMep, MPOUTH OIMPOC, MPOroJIoCOBaTh WU MOIYYUTh KaKylO-
100 BBITLIATY.
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Ecnu ke cpencTBa yxke nepeBeecHbI MOIIICHHUKAM

1. HemenineHHo 3a0mokupyidTe KapTy C IIOMOIIBIO MOOMJIBHOTO
MIPWIOKCHUS, TUMYHOTO KAaOMHETa Ha caliTe OaHKa WIIM Yepe3 KOHTAKT-IICHTP OaHKa
1o Tenedony.

2. B TeueHue cyTok mociie moJIy4eHHs] COOOIEHHS O CIIMCAHUM CPEACTB
HAIUIITUTE 3asBJICHNE B OTICICHUU O0aHKa O HECOTJIACHH C OTepalueii U BO3BpaTe
JIEHEKHBIX CPEACTB. Takke 00paTUTECh C 3asiBICHUEM O XHUIIICHUH JIEHET B JIF000E
OTJCJICHHUE MOJIMIIHH.

CoBpeMEHHBI# MHP W TEXHOJIOTMM HE TOJIBKO JapsAT HaM OECKOHEYHBIN
JOCTYI K MH(POPMAIIUK, HO M JKIyT OT HAC YMEHHUS UMH TMOJIb30BaThes. Pa3zButue
KPUTUYCCKOTO MBIIUICHHS, COOJIOJCHUE IPOCTBIX NPaBUI HHGOPMAIIMOHHON
TUTHEHBI, OJTUTEILHOCTD M 3a00Ta 00 OKPY>KAIOIIMX MOMOTYT U30€KaTh Mpo0IeM 1
HE CTaTh )KEPTBOW KHOCPMOIIICHHUKOB.

Mertoanyeckiue PEeKOMEHJIAIMU TOATOTOBJICHBI YMpPaBICHUEM [0 HAJI30py
3a  YrOJIOBHO-TIPOIIECCYalbHOM ¥ ONEPAaTHUBHO-PA3bICKHOW  JIEATEIIBHOCTHIO
MPOKYpaTyphl 00JIACTH.



